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Nobody got fired for
buying IBM 

Rogier Spoor
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Our challenges
-Complexity IT
-Skilled engineers $
-Big tech has best integration (within their ecosystem)
-Collaboration is difficult
-Most innovation at the software level
-Trust
-Services should always work
-Costs

an escape -> “Buy IBM”
But you end up being “owned” by Big Tech
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Something's 
going on

Slides from: Wladimir Mufty - SURF



NAME OF THE LAYOUT

Title only #1

Something's going on



NAME OF THE LAYOUT

Title only #1

Municipalities & Email 

Source 
https://jurgen.gaeremyn.be/map.html
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Why we strive for Resilience

You've been thinking about:
1. What could happen. 
2. What the consequences will be. 
3. What the impact will be if "something" fails.
4. What will happen if "something" comes to a standstill.

If you want to be resilient, make sure that:
1. That preparations have been made. 
2. Measures against disruptions have been taken.
3. Measures are in place to properly handle any disruptions that 

may still occur.
4. Knowing which choices when “shit hits the fan”.
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Dependence
Is that bad?
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\ Vertically integrating an ecosystem
Ve

rt
ic

al
 in

te
gr

at
io

n
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Submarine cables - Microsoft 

(Quantum) chips - Microsoft 

Cloud - Microsoft 

Security - Microsoft 

Identity - Microsoft 

OS - Microsoft 

E-mail - Microsoft 

Collaboration - Microsoft 

Storage - Microsoft 

Operations - Microsoft 

Development - Microsoft 

Hyperscalers - Microsoft 
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Learning Accelerators

Horizontal integration to further 

strengthen the ecosystem... Not only 

through technical acquisitions, but 

increasingly through content.

+
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Innovation Zone
Common Digital 

Sovereignty
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Increase Alternatives | Reduce Unwanted Dependencies

PeerTube eduPix InfrastructuurNextcloudMastodon

Additional to

Youtube

Additional to

Twitter/X

Additional to

Adobe Photoshop

Additional to

Microsoft Office/Teams

Strengthening 

Sovereignty

Concerns over

privacy, 3rd party 

cookies, algorithms, 

advertisements

Concerns over

price increases, 

bundling, market 

position

Concerns over

Freedom of choice, 

bundling, geopolitics, 

EU-US privacy

With e.g.

- Infrastructure

- Submarine cables

- AI ecosystem E&R

Concerns over

disinformation, 

social security, 

dominance
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Infrastructure layer

Hyperscaler US Big techHyperscaler EuroTech Datacenter Campus “Cloud”AI Factory SURF HPC / SC

Application / User layer

“the interface”

Hub / Middleware layer           

“Trusted AI HUB”

GPT / LLM layer
layer with (possible) models

Commercial, Community, Campus or Open Source. 

The AI Hub offers:

-Freedom of choice

-Standardization 

-Collective purchasing power

-Own Innovation Power

-Billing
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General introduction & M365 Copilot
Slides prepared by Debby Kappetijn, dd 28/10/25 for: Rogier Spoor, presentation DeiC

Title slide

SURF Vendor Compliance
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SURF Vendor Compliance

• Part of SURF Procurement & Delivery 

• Since January 2024

• Team includes: Privacy lawyers, Security experts, Technicians, 
Projectmanager, Communication expert, Relations Manager

• Compliance assessments on vendors that are used in our sector

• Our calendar is based on needs from the SURF members 
(governance model)

• We publish around 7 – 10 DPIA’s/assessments per year

• www.vendorcompliance.surf.nl

http://www.vendorcompliance.surf.nl/
http://www.vendorcompliance.surf.nl/
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Principles SURF Vendor Compliance

1. DPIA calendar is determined by our members

2. Governance: DPIA process is carried out for all members (the Dutch 
education sector and the Dutch research sector) 

3. We are working towards a jointly supported document (SURF, 
members & vendor)

4. DPIA research is conducted independently and impartially

5. Our DPIA is always published publicly

6. All vendors are treated the same 

7. Previous studies are used (if applicable)

8. DPIA is an advice, institutions remain ultimately responsible
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Some of our publications
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• Scope: M365 Copilot for Education

• Assessment work started in January 24 

• Assessment executed by Privacy Company (external agency), coordinated by SURF 
Vendor Compliance

• Alignment with SLM (Strategic Vendor Management Dutch  Central Government) 

• 2 official publications: Dec 24 & Sept 25

• Current status: ‘Privacy risks M365 Copilot orange’

• There is still work to do by Microsoft 

• SURF Vendor Compliance continues the conversation with Microsoft 

Microsoft 365 Copilot DPIA
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DPIA outcome 11/09/2025

After continuous communication and cooperation with Microsoft, the new 
outcome: 

• From 4 high risks to 2 medium risks;

• From 7 low risks to 9 low risks.

2 medium risks: 

• Significant economic or social disadvantage due to use of generated texts with 
inaccurate personal data.

• Reidentification of pseudonymised data through unknown retention periods of 
Required Service Data (including both Content and Diagnostic Data).
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DPIA outcome 14/12/2024

4 high risks 
1. Inability to exercise data subject access rights to Diagnostic Data;

2. Significant economic or social disadvantage and loss of control due to use of generated 
texts with inaccurate personal data.

3. Loss of control through of transparency Required Service Data including Telemetry 
Events from Webapp clients.

4. Reidentification of pseudonymised data through unknown retention periods of Required 
Service Data (including both Content and Diagnostic Data)

7 low risks 
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Follow up

•  We started assessments in:
• A variety of AI solutions, European & US based LLM’s

• European alternatives (e.g Nextcloud)

• Specific solutions for the research sector

• HR systems

We are very willing to find the ‘overlap’ with the needs of DeiC and share our calendar 
for 2026. For a follow up please do not hesitate to reach out to us: 
vendorcompliance@surf.nl or, alternatively: let’s meet at TNC26!

mailto:vendorcompliance@surf.nl
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Collective infrastructure 
takes you further

Slide source: Jan Meijer (Sikt)
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2024 Brazil France

Users 16.5K 270K

Transfers 2.3M

Files up 110K 14M

Files 
down

171K 34M
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in kind
contributions
communication (RENAM)

security audit (SURF)

user interface coding (RNP)

governance

mailing lists (NORDUnet)

wordpress site (SURF)

Year
Contributor
s Contribution

2017 6 €45,000
2018 7 €58,700
2019 7 €56,700
2020 7 €64,000
2021 9 €72,500
2022 10 €73,900
2023 11 €81,000
2024 12 €90,000

financial contributions

FileSender board

Rogier Spoor
Jan Meijer

lead maintainer
Dr. Ben Martin

The Commons Conservancy Foundation

github.com/filesender
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AARNet (Australia), HEAnet (Ireland) and UNINETT 
(Norway) join forces

€15.000 each + in-kind

hire Australian developer

start open source project

17 years of success!



NAME OF THE LAYOUT

painless sharing arbitrarily large files with a private 
audience

through a trusted intermediary

for 99.5% of R&E users

data 
transfer

(native)
web

open
standards

open source software for a web service
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funding logistics not trivial

New!

2016
legal-administrative home

The Commons Conservancy foundation

Financing

self financed

small amounts from 
many

in-kind welcome
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“vote with your feet” 
governance

inform and listen

trust

BSD license

TNC 2025

TNC 2023

TNC 2024
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anyone can 
become a 
contributer

community building
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Prepare for change and evolve

Adobe Flash 
outdated

Lead 
developer, 

testers, 
project lead 

gone

stakeholder 
left

collaboration
environment

gone
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Any questions?
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