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Agenda

• Introduction

• Quantum, the next paradigm.

• What are use cases for Quantum

• Why are Quantum computers  impressive

• The Impact of Quantum Computer on Cryptography

• QKD & PQC : Quantum-Safe Communications

• Conclusion and recommend next step
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The next computing paradigm
Quantum  Computing



© 2026 Cisco and/or its affiliates. All rights reserved.

Post-quantum cryptography (PQC)

Why it matters (now)

Threat Actors use Quantum  
computers to

crack encrypted data

But bad guys don’t 

have Quantum computers

and

The Quantum Computers

 are not fast enough ?
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Pharmaceuticals Finance Supply Chain Aerospace

Defense Critical Infrastructure Healthcare Cybersecurity

Industry verticals
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Task completion on
Google Willow

5 Minutes

Task completion on
Worlds fastest supercomputer 

(El Capitan)
10.000.000.000.000.000.000.

000.000 Years

Google W illow -  2025 To demonstrate quantum supremacy, the 
Willow processor was tasked with a 
benchmark problem called Random 
Circuit Sampling
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The Risk of Quantum
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Cisco Confidential
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Threat Actors using Quantum  to
crack encrypted data
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2026 2030 2035 20402028

How long you want to keep your data secure
from the quantum threat

The Quantum Threat Timeline

v
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Transport Security

• MACSec

• IPSec

• TLS

Quantum Threat, 3 areas

Firmware/Software 
Integrity

• Firmware and OS 
image signing

• Secure Boot

• Integrity Measurment 
Architecture (IMA) 
keys, software image 
posting, etc.

Identity

• Server certificates

• Individual identities

• Device identity (for 
ex. SUDI)

• SSH
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Harvest Now Decrypt Later (HNDL)
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Cisco Confidential
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Transport Security

• MACSec

• IPSec

• TLS

Quantum Threat, Harvest Now, Decrypt Later

Public or 
Private WAN Public Keys 

& Encrypted 
data Storage

Cryptographically 
Relevant Quantum 
computer (CRQC)

Intercept 
WAN traffic Unveil Private key and 

Decrypt the Harvested 
data

Harvest Now Decrypt 

Later

Attacker captures the key exchange 
phase, encrypted data in-transit & uses 
Quantum calculated Private Key to get 
shared secret session Key and decrypt 
the harvested data!
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The asymmetric  cryptography
HNDL use case
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Data

Bob sends public key to Alice

Alice uses public key to encrypt Shared Key to send to Bob

Bob uses Private Key to decrypt Shared Key

Alice and Bob use Shared Key to encrypt/decrypt their data

Threat actor 
intercepts  and 

copies  the 
entire  data 
exchange

AliceBob

AliceBob

AliceBob

Harvest Now Decrypt Later explained
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Public key is 
inputted into
the Quantum  

Computer

Data

Bob sends public key to Alice

Alice uses public key to encrypt Shared Key to send to Bob

Bob uses Private Key to decrypt Shared Key

Alice and Bob use Shared Key to encrypt/decrypt their data

AliceBob

AliceBob

AliceBob

Harvest Now Decrypt Later explained
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Quantum  
Computer 

uses Shor’s  
Algorithm to 

derive Private 
Key from the 

Public Key
Data

Bob sends public key to Alice

Alice uses public key to encrypt Shared Key to send to Bob

Bob uses Private Key to decrypt Shared Key

Alice and Bob use Shared Key to encrypt/decrypt their data

AliceBob

AliceBob

AliceBob

Harvest Now Decrypt Later explained
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Threat actor 
uses Private 

Key to 
decrypt data 

containing 
Shared Key 

Data

Bob sends public key to Alice

Alice uses public key to encrypt Shared Key to send to Bob

Bob uses Private Key to decrypt Shared Key

Alice and Bob use Shared Key to encrypt/decrypt their data

AliceBob

AliceBob

AliceBob

Harvest Now Decrypt Later explained
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Threat actor 
uses Shared 

Key to 
decrypt data 

between 
Alice and 

Bob
Data

Bob sends public key to Alice

Alice uses public key to encrypt Shared Key to send to Bob

Bob uses Private Key to decrypt Shared Key

Alice and Bob use Shared Key to encrypt/decrypt their data

AliceBob

AliceBob

AliceBob

Harvest Now Decrypt Later explained
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Vulnerable

RSA

Vulnerable

DH

At Risk

AES128 SHA256

At Risk

SHA384

Resistant

SHA512

Resistant

Vulnerable

ECC

AES256

Resistant

ML - KEM

Resistant

ML - DSA

Resistant

Asymmetric
Cryptography

Symmetric 
Cryptography

At risk cryptography options
What you need to look for?

Vulnerable

3DES

Vulnerable

SHA1

PQC ready protocols
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How does this threat
impact Networking devices?
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Encryption Type Cryptography Type PQC Compliance

MACSEC Symmetric Pre Shared Key Resistant

MACSEC Asymmetric Cert Based MKA - EAP -TLS Vulnerable

IPSEC Asymmetric IKEv2 Key Exchange Vulnerable

1

2

MACSEC – Hop by Hop Encryption

IPSEC – End to End Encryption

Securing data transport



© 2026 Cisco and/or its affiliates. All rights reserved.

TAM encrypted 
with AES - 256

Bootloader 
signed with 

RSA

IOS - XE signed 
with RSA & ECC

Sudi signed 
w/RSA

TAM encrypted 
with AES - 256

IOS - XE signed 
with RSA & ECC

61 2 3 4 5

>
_

>
_

The bootup process – the risks

Micro - loader 
Image in Trust 

Anchor 
Module

Micro - loader 
activates

Bootloader

Bootloader 
checks

IOS –XE code
(validates OS)

Bootloader
initiates CPU 

to load
IOS -XE code

SUDI Certs
authenticated 

by IOS -XE
(validates HW)

Trust Anchor 
provides on 

going secure 
storage and 

integrity 
checks 
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Technologies for Symmetric Keys Distribution

• Two technologies:

• Quantum Key Distribution (QKD)

• Post-Quantum Cryptography

Quantum-Safe 
Communications

Quantum Key Distribution
(QKD)

Post Quantum Cryptography
(PQC)



Quantum Key Distribution 
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QKD: How Does It Work?

Quantum-resistant 
IPSec

Point-to-Point 

Fiber

QKD System

Alice Bob

Key Interface Key Interface

Data Network

• QKD system “Alice” 
generates a random key

• The key is sent to “Bob” 
as photon quantum states

• Bob receives the 
photons and decodes 
the quantum states, 
recovering the key

• Once the key is 
securely distributed, 
“Alice” and “Bob” 
pass the key to the 
encryption systems
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QKD Limitations

• Distance Limitations: QKD systems are typically limited in range. The 
transmission distance is constrained by the loss of photons in optical fibers 
or free space. In current systems, the effective distance is usually up to 70 
kms

• Topology: QKD is suitable for point-to-point fiber connections

• Cost and Infrastructure: Implementing QKD requires specialized hardware, 
such as single-photon sources and detectors, which can be expensive. 
Additionally, existing communication infrastructure might need significant 
upgrades to support QKD, especially for long-distance or widespread 
deployment
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Post-Quantum Cryptography (PQC)
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Transport Security

• MACSec

• IPSec

• TLS

Quantum Threat, 3 areas

Firmware/Software 
Integrity

• Firmware and OS 
image signing

• Secure Boot

• Integrity Measurment 
Architecture (IMA) 
keys, software image 
posting, etc.

Identity

• Server certificates

• Individual identities

• Device identity (for 
ex. SUDI)

• SSH
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PQC Algorithm & Protocol Standards

A Comprehensive list of Quantum-Safe Algorithms defined by NIST as a part of CNSA 2.0 suite

PQC Enablement

Software Hardware

PQ Encryption PQ Authentication PQ Secure Boot

ECDH

DH

ML-KEM
RSA

ECDSA

ML-DSA

FIPS-203 FIPS-204

ML-DSA-87, LMS

FIPS-204 NIST SP 800-208

Transport Security
Firmware/Software 

Integrity
Identity
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TAM encrypted 
with AES - 256

Bootloader 
signed with 

LMS

IOS - XE signed 
with ML - DSA -

87

Sudi signed 
with ML - DSA -

87

TAM encrypted 
with AES - 256

IOS - XE signed 
with ML - DSA -

87

61 2 3 4 5

>
_

>
_

The bootup process in our new hardware

Micro - loader 
Image in Trust 

Anchor 
Module

Micro - loader 
activates

Bootloader

Bootloader 
checks

IOS –XE code
(validates OS)

Bootloader
initiates CPU 

to load
IOS -XE code

SUDI Certs
authenticated 

by IOS -XE
(validates HW)

Trust Anchor 
provides on 

going secure 
storage and 

integrity 
checks 

Søren
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2025 2027 2028 2029 2030 2032 2033 203520342026 2031

USA (NIST)

USA (NSA/NSS) * 7 months away

EU

UK

Canada

Australia

India

Planning stage New equipment should be PQC-capable Critical / high-risk systems All (or almost all) systems

Regulator’s PQC transition timelines



© 2026 Cisco and/or its affiliates. All rights reserved.

Wingmen Security 
Assessments

• Clear picture of current security posture

• Identification of risks and exposures

• Best practices based on NIS2, CIS, IEC 62443

• PQC readiness

• Prioritized roadmap for next steps

• Features you may already own but don’t use
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PQC readiness

• Equipment

• WAN

• VPNs – remote access

• Campus networks

• Management

• Certificates
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Encryption is the lock, but Quantum can 
become the universal key.

It's time to change the locks before the 
door can be opened.
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