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Hvilke aftaler styrer mine data i Zoom?

Kaede af serviceaftaler og
ﬁ databehandleraftaler
Data

EEI EEI _/' Metadata indsamlet af Zoom

200Mm
st | G NORL

Nordic Gatewa earch & Education \
e DeiC

Terms of Service + Institution
Privacy Policy

- direkte mellem brugeren u
og Zoom e I
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Brugeren skal acceptere aftalen direkte med Zoom

> Webklienten > Softwareklienten

To use Zoom, you need to agree to the © Zoom Cloud Meetings %

Terms of Service and Privacy Policy.

If yo and run Zoom.
To use Zoom, you need to agree to the Terms of Service

and Privacy Policy.

| Disagree | Agree

Privacy & Legal Policies

red

DeiC
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To dElege la nge aftaler — ikke i strid med databehandleraftalerne

c @

200Mm

w.zoom.us/terms B « 9%

© & hipsy

REQUESTADEMO  1.88B.799.9666

SOLUTIONS ~ PLANS & PRICING CONTACT SALES JOIN AMEETING HOST AMEETING ~

ZOOM TERMS OF SERVICE

EFFECTIVE: August 20, 2020

IMPORTANT, READ CAREFULLY : YOUR USE OF AND ACCESS TO THE WEBSITE AND PRODUCTS AND SERVICES AND ASSOCIATED
SOFTWARE (COLLECTIVELY, THE "SERVICES") OF ZOOM VIDEQO COMMUNICATIONS, INC. AND ITS AFFILIATES ("ZOOM") IS CONDITIONED
UPON YOUR COMPLIANCE WITH AND ACCEPTANCE OF THESE TERMS, WHICH INCLUDE YOUR AGREEMENT TO ARBITRATE CLAIMS.
PLEASE REVIEW THOROUGHLY BEFORE ACCEPTING.

BY CLICKING/CHECKING THE "I AGREE" BUTTON/BOX, ACCESSING THE ZOOM WEBSITE OR BY UTILIZING THE ZOOM SERVICES YOU AGREE
TO BE BOUND BY THESE TERMS OF SERVICE AND ALL EXHIBITS, ORDER FORMS, AND INCORPORATED POLICIES (THE "AGREEMENT" OR
“TOS"). THE ZOOM SERVICES ARE NOT AVAILABLE TO PERSONS WHO ARE NOT LEGALLY ELIGIBLE TO BE BOUND BY THESE TERMS OF
SERVICE.

Zoom will provide the Services, and you may access and use the Services, in accordance with this Agreement. Zoom may provide any of the Services
hereunder through any of its Affiliates. If You order Services through an on-line registration page or an order form {each an "Order Form"), the Order
Form may contain additional terms and conditions and information regarding the Services you are ordering. Unless otherwise expressly set forth in any
such additional terms and conditions applicable to the specific Service which You choose to use, those additional terms are hereby incorporated into
this Agreement in relation to Your use of that Service.

System Requirements. Use of the Services requires one or more compatible devices, Internet access (fees may apply), and certain software (fees may
apply), and may require obtaining updates or upgrades from time to time. Because use of the Services involves hardware, software, and Internet
access, Your ability to access and use the Services may be affected by the performance of these factors. High speed Internet access is recommended.
‘You acknowledge and agree that such system requirements, which may be changed from time to time, are Your responsibility.

1. DEFINITIONS. The following definitions will apply in this Agreement, and any reference to the singular includes a reference to the plural and
vice versa. Service specific definitions are found in the Services Description located at www.zoom.us/docs/en-us/services-description.html.
“Affiliate” means, with respect to a Party, any entity that directly or indirectly contrals, is controlled by or is under common control with that
Party. For purposes of this Agreement, “control” means an economic or voting interest of at least fifty percent (50%) or, in the absence of such
economic or voting interest, the power to direct or cause the direction of the management and set the policies of such entity.

“End User” means a Host or Participant (as defined in the Services Description) who uses the Services.

"Initial Subscription Term" means the initial subscription term for a Service as specified in an Order Form.

"Service Effective Date" means the date an Initial Subscription Term begins as specified in an Order Form.

"Renewal Term" means the renewal subscription term for a Service commencing after the Initial Subscription Term or another Renewal Term as
specified in an Order Form.

. SERVICES. Zoom will provide the Services as described on the Order Form, and standard updates to the Services that are made generally
available by Zoom during the term. Zoom may, in its sole discretion, discontinue the Services or modify the features of the Services from time to
time without prior notice.

a. Beta Services. Zoom may, from time to time, offer access to services that are classified as Beta version. Access to and use of Beta
versions may be subject to additional agreements. Zoom makes no representations that a Beta version will ever be made generally
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REQUEST A DEMO
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Zoom Privacy Statement

Last updated: August 2020

What this Statement Covers
Supplementary Information
Applying for a Job at Zoom
Your California Privacy Rights
Zoom for Government
Zoom and Children
Zoom App Marketplace & Other Sites, Mobile Applications and Services
Personal Data We Process & How We Use It
How We Share Personal Data
Data Subject Privacy Rights and Choices
European Privacy Rights
International Transfers
Retention
Security
How to Contact Us

Change Log

Zoom Video Communications, Inc., and its subsidiaries, affiliates and parent companies (“Zoom’, “we", “us” or “our”) is committed to protecting your
privacy and ensuring you have a positive experience when you use our video conferencing and communication services (the “Services”), visit our
webpages, interact with us on social media, or attend a Zoom sponsored event offline or online.

This Statement explains Zoom's practices when we process your “personal data,” which is information that relates to an identified or identifiable
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> Hvilke data er hvor?

On-premise

Zoom: Meeting data:
Account information « video,

Personal « voice NORDUnet’s cloud:
Meeting data: data marked * in-meeting chat Datacenters in Denmark
* video, in red * data sharing

* Zoom -on-prem

* voice, :
cloud recording

* in-meeting chat,
* data sharing

User data: User data:
* user name * user name
* SSO attributes like * SSQO attributes

employee, student, staff like employee,
student, staff
. Personal
Meeting metadata: data marked . Zoom European
IP address in red Meeting metadata: Data centres for user
location * iPadfjress identification.
browser type * location
Mic/cam type * browser type
network quality * mic/cam type

network quality

Zoom Support
Technical and operational support

Can have access to user data and meeting
metadata, but NO access to meeting data

DeiC
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Kryptering nar data transmitteres

Kryptering er standard nar data transmitteres

>  Software-klienter til Windows, Unix, Mac/ipad, iPhone, Android
>  Browser-versionen

Undtagen i en raekke specielle tilfelde:

>  Analog telefon

> Huvis institutions-administratoren tillader ukrypteret H.323 og SIP
Krypteringen er ikke styret af Zoom nar man bruger 3.parts muligheder:  Bandwidth 0 kb/s (send) 0 kb/s (receive)

>  GSM-telefoner Network Type WiFi

> H.323 og SIP-sessioner med kryptering S

. Connection T Cloud
> Skype for Business aaTTRe: e

Data Center You are connected to an on-premise data
center.

Encryption AES-256-GCM

Version 5.2.0 (42619.0804)

DeiC
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DANISI

Hvor findes trafik og data ukrypteret?

Initielt opkald

Video, chat og fileshare i et opkald
Optagelse af mgdet

Cloud recording
H.323 + SIP

Skype for business
Telefonopkald
Mgdeindkaldelser

Integrationer til LMS mv

Zooms globale infrastruktur — for brugere i
Danmark typisk Frankfurt

NORDUnet servere

Brugerens egen PC (skal autoriseres af
m@deveerten)

Ma ikke bruges

NORDUnet servere

Zoom USA [i det omfang, der er abnet for det]
Zooms globale infrastruktur

Fra bruger til bruger via mail

Tillades af instansens administrator



Sammenligningen fra det hollandske
datatilsyn

Skype, Teams og de fleste andre
produkter hvor man inviterer via en
URL, kan ogsa udseettes for “bombing”

Jitsi og Talk kan self-hostes — ellers er
man henvist til Cloud-lgsninger, styret
af amerikanske leverandgrer

Vores udgave af Zoom er et special-
tilfeelde, der ikke findes i tabellen

Alle cloud-lgsningerne (pa naer Signal)
samler meta-data om brugeren

Alle produkter som tillader at ringe ind

fra GSM/PSTN telefoner har ikke end-
to-end kryptering

DANISH €INFRASTRUCTURE COOPERATION

Keuzehulp privacy videobellen

versie 15april 2020

FaceTime
Hangouts

Dol

Hangouts Meets
Google

Wat biedt de app?

(groeps)chat (tekst)

1-op-1 gesprekken (audio enfof video )
groepsgesprekken (audio enfof video)

zelf opzetten en beheren (self-hosted)
deelname aan gesprek zonder account aan te maken
gebruik in browser

gebruik op verschillende platformen (cross-platform)

Welke geg; It de app?
adresboek

locatiegegevens

gespreksgegevens

gegevens over gesprekken (metadata)

gegevens koppelen met gegevens uit andere
producten of profielen

Voor welke doelen verwerkt de app gegevens?
app kunnen gebruiken

app verbeteren

(gepersonaliseerde) advertenties tonen
Hoe verloopt de informatiestroom?
verwerkersovereenkomst mogelijk

verstrekking van gegevens aan derde partijen
(zo ja, welke data en aan wie)

> d
> @
B

locatie verwerkingsverantwoordelijke IRL | IRL

gegevens blijven in Nederland

Houseparty

Vs

Jitsi

| E

Messenger
Facrbook

> Zoom er kom pleks — men det er andre tilsvarende produkter ogsa

IRL
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Sporgsmal & svar

> Altinfo fra i dag kan findes pa
https://www.deic.dk/da/zoomsikkerhed (FAQ)
https://www.deic.dk/da/news/2020-05-04/zoom (DKCERT sikkerhedsvurdering)

> Spgrgsmal / Svar / Debat

Erik Hylizer
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